Benefit from your Risk Assessment

+ Manage GLBA, Red Flags and vendors from one application
+ Calculate the highest need/best value for your security updates
+ Demonstrate risk and return to your board in a clear, graphic format

Defining the Standard in Risk Assessment " Protect your data and your reputation
+ Be sure you’ll comply at exam time

Risk Assessments, Simplified

Organize and Analyze

For too long, risk assessments have been a time-consuming, confusing job that created little value for
your institution. Now there’s Scout™, a web-based application that simplifies the risk assessment process.
Scout organizes your risk environment and produces meaningful intelligence you can actually use.

Developed by a former regulator and banking executive, Scout provides everything you need to track and
interpret your information security risks.

Gramm-Leach-Bliley Act Red Flags Vendor Management

+ View and manage by institution, + Record Red Flags and track + Rank vendor access/risk
branch and department ID theft events + Schedule due diligence

+ Receive automated audit + Spot trends and identify + Attach supporting documents
review schedules risk areas

+ Reduce time and stress during
IT exams

A

Scout™ Advantages Strategic Support

+ Follow the step-by-step guide to risk assessment
Easy to Use + Reduce staff time documenting and maintaining
+ Intuitive user interface assessments
* Navigate and drill down through clickable reports + Prioritize projects with the biggest impact
Logical Reporting Web Based Application
+ Eliminate multiple spreadsheets and + No server or other hardware required

isolated reports + No licensing, compatibility or maintenance issues

+ 3-D database shows multiple risk/control

e + Secure, remote access from any internet
associations

connection
ROI Scenarios « Information encrypted and backed up to redundant
+ Highlight the best value security investments data centers
+ Demonstrate how revisions would impact the LOCKNET Support

risk environment - Speak to our compliance advisors for on-demand

+ Track current and planned mitigation activity assistance
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See Scout Run

High Level Summary Report Mid Level Summary Graphs

SCOUT Solution:

With Scout, performing the risk assessment was easy and intuitive. The software logically kept track of
everything that we needed to do, and for the first time we truly understood these processes and why they
needed to be done. We now have a tool that enables us to effectively manage our environment. Did |
mention that | don’t have a pile of useless spreadsheets anymore?

- Kristina Quint, Systems Administrator at Farmers and Merchants Bank and Trust

BNSCOUT

Defining the Standard in Risk Assessment
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